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Summary: The article provides comparative review of how media reflected public opinion on
a range of issues related to personal data protection in Poland, Belarus and Russia at the end
of 20th — early 21st centuries. It also seeks to reveal and improve understanding of nature and
scope of social demands and expectations regarding the collection and use of personal data as
well as to identify socially important elements of the national data protection system.
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Streszczenie: Artykut przedstawia analize poréwnawczg sposobéw, w jakie media odzwier-
ciedlaja opinie publiczna na temat ochrony danych osobowych w Polsce, Biatorusi i Rosji pod
koniec XX i XXI wieku. Autor prébuje takze ujawnic i udoskonali¢ zrozumienie natury i rozmiaru
spotecznych zadan i oczekiwarn odnosnie zbierania i uzywania danych osobowych, jak réwniez
zidentyfikowac spotecznie wazne elementy narodowego systemu ochrony danych.

Stowa kluczowe: dane osobowe, ochrona danych, prywatnos¢, media, opinia publiczna, Euro-
pa Wschodnia

Introduction

Privacy and personal data protection issues are reflected in scientific discourse

for already quite a long time. In response to all the real challenges posed by rapid
technological development, legislators from different countries are looking for ways to
protect public interest in the information sphere. Current and important are questions
about the nature of public interests regarding collection and use of personal data, about
personal data protection issues addressed by public opinion leaders, about factors that
can influence it as well as the question of how the position delivered by media can may

* This article was prepared with the support of the Belarusian Republican Foundation for Fundamental

Research.
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affect decisions on personal data legal protection. Considering the hypothesis of the
social importance of personal data institute of and evident demand for it, it was decided
to study this demand based on public opinion reflected in the print and electronic media.

The study of public opinion regarding privacy and personal data protection has
already been the subject of researchers’ interest. Such works, however, are often either
built on interpretation of specially designed opinion polls, or deal with certain narrow
issues or refer to the social contexts that has already experienced impact of national and
international regulations on personal data protection (Best, Krueger & Ladewig, 2006;
Gandy, 2003; Hallinan, Friedeiuald & McCarthy, 2012; Regan, FitzGerald & Balint,
2013). Issue of media perception of personal data protection in Russia and Belarus
were partially addressed in the reports delivered by the author (Hasapanxa, 2011a;
Hasapanka, 2011b).

Attempt to carry out a comparative study of public opinion regarding problems
related to the protection of personal data as reflected in media seems to be important.
To do so cases of three countries — Poland, Belarus and Russia — were selected. The fact
we have to deal with both significant differences and notable similarities — should they
be of historical context, general state of society development or of legal systems — can
provide us with knowledge important for effective legal regulation (i.e., legal regulation
based on real needs of society).

It is clear that it is hardly possible to compare effectively media coverage of human
rights guarantees in the conditions IT development, of various personal data protection
issues in Belarus and in Western European countries, where thorough publications on
relevant topics have appeared in the early 1980s (Cobler, 1981), but it can be done based
on Polish experience, where personal data protection has been actively debated in the
press since early 1990s, i.e. well before the adoption of the Personal Data Protection
Law (Ustawa o ochronie danych osobowych, 1997). In the Russian Federation such
special legislation was adopted a decade later (Nazaranka, 2008), in Belarus draft Law
“On Personal Data” is now being prepared with preparation deadline planned in 2017
(Hasapanxka, 2016).

For the purposes of this study, the representativeness of press materials as information
sources was considered as sufficient, and the probability as satisfactory. Discourse
analysis methods were used to reconstruct social context based from documents’ texts.

Poland

Lack of high-quality full-text database on texts of Polish media predetermined need
to study bulk of paper-based publications, whilst use of bibliographic indexes was limited
because of their absence in relation to some periods (early 1990s), and insufficient degree
of comprehensiveness. The same reasons have influenced chronological framework.
Study of public opinion on development of the national personal data protection system
in Poland, on application of law-defined personal data processing principles was based
largely on complete thorough analysis of all publications of some national Polish media
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since the beginning of the 1990s to the first half of 2007 (Rzeczpospolita, Gazeta Prawna,
Gazeta Wyborcza, Prawo i Zycie, Tygodnik Powszechny, Wprost, Polityka, etc.).

In 1993-1996, when such notable publications as “Big ear is not everything:
Information not only for businessman” by A. Bialy (Bialy, 1993), “Personal data under
protection: Information (un) controlled” by D. Frey (Frey, 1993), “What others know
about us” by P. Reshka (Reszka, 1994), “Here and elsewhere” by A. Mednis (Mednis,
1995), “Global village and reality of local community: personal data protection and the
rule of law” by A. Adamsky and S. Redo (Adamski i Redo, 1996), “My privacy is my
castle” by J. Kosmalska and M. Zelinska (Kosmalska i Zielinska, 1996) have appeared,
number of publications devoted to use of information technology and personal data
protection has shown an avalanche-like growth. Largely this is due to the public reaction
and response in demands of society that publications we named (as well as some others)
have caused. It should be noted that they are still among the most cited materials in
research works related to personal data protection.

In different years the importance of personal data protection issues has been subject
of many publications of a general nature (Zimny, 2000; Pisera, 2000; Bunda, 2004;
Blinkiewicz i Plesniak, 2005; Krasiniska, 2007; Pietkun, 2007).

It was as early asin 1995 that J. Oleksy while presenting the program of the new Polish
Government announced adoption of Law on personal data protection (Czaczkowska,
1995). Preparation and further adoption of this law was accompanied by active public
debate (Burnetko, 1996; Garlinska, 1996; Podemski, 1996; Semprich, 1996; Suboti¢, 1996;
Wrdéblewski, 1996; Gorzynska, 1997). Later projects of alterations and amendments of
the Personal Data Protection Law and other legal acts have also caused tough debates
(Adamski, 2000; Zimny, 2001; Semprich, 2001; Konarski i Sibiga, 2004b; Trelka, 2004;
Safjaniin., 2007).

Difficult road of introducing regulations in the sphere of personal data protection
being completely new for Polish legal system, implementation gap between law and
practice, almost entire lack of readiness of the majority of state agencies as well as private
sector organizations to fulfill their obligations under the Personal Data Protection Law
of August 29, 1997 (Ustawa o ochronie danych osobowych, 1997) - all these issues have
found fairly complete reflection in the press, with the majority of publications appeared
in 1998-2000 (Grzeszak, 1998; Duda, Skrzydtowska i Gmyz, 1998; Kluzik-Rostkowska,
Krdl i Pawelczyk, 1998; Staszewicz, 1998; Bier¢, 1998; Fischer, 1999a; Olszewski, 1998;
Bonarowski, 1998; Zajac, 1999; Stryja, 1999; Kulesza, 1999a; Koscinski, 2000; Barta
i Markiewicz, 2001a; Semprich, 1999; Luczak, 2001).

Continuous media coverage is enjoyed by topic of personal data security on Internet
or when using modern ICT tools - publications on these issues can be found both in 1997
and in 2006 (Fischer, 1997a, 1997b; Barta i Markiewicz, 1997, 1999, 2001b; Markiewicz,
2000; Adamczyk, 2001; Stasiak, 2006).

Polish media were actively responding to social request for information concerning
access to personal data of public persons (politicians, pop-stars, etc.) as well as
opportunities and conditions of imposing limits on such persons’ right to privacy
(Goszczynski, 1999; Wroébel, 1999; Sieradzki, 2002; Czerwinska i Gatecka, 2004; Teluk,
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2004; Luczak, 2004; Bodnar i Bernatt, 2006). The same context of search for balance
between the rights for information and for respect of private and family life should be
used when considering publications about search and dissemination of personal data
conducted by journalists (Rutkiewicz, 2000; Gomulkiewicz, 2000; Barta i Markiewicz,
2000; Winczorek, 2001; Goszczynski, 2005; Trocha, 2006).

Great overall efficiency in broadening understanding of basic principles of personal
data protection legislation in Polish society was shown by numerous interviews and
comments made by the first Polish Inspector General for Personal Data Protection
(Polish abbreviation - GIODO) dr. Ewa Kulesza, who has been holding this high post
during 1**and 2" terms in 1998-2006 (Kulesza, 1998, 1999b, 2000a, 2000b, 2000c, 2001a,
2001b, 2002, 2003, 2004a, 2004b, 2004c, 2005a, 2005b, 2006). Michal Serzycki (has been
holding GIODO post during 3™ term in 2006-2010) gave notably less interviews during
comparable period (Serzycki, 2006a, 2006b, 2007). That can be explained by both the
fact that many problematic issues of personal data protection legislation implementation
were clarified in late 1990s — early 2000s, and increased level of public awareness about
their rights.

Collection, processing and dissemination of information to recover current or
possible debts of covenantors became one of the problems of collection and use of personal
data, which has received very wide coverage in the press (Grzeszak, 2001; Jucewicz
i Kepinski, 2004; Domanski i Drzewicki, 2004; Bodyt Szymala i Roézalski, 2004;
Marek, 2004; Katuzynska-Jasak, 2004; Krzyzagorska, 2005; Katner, 2005; Popiofek
i Wierzbowski, 2005; Rzezuchowska i Alczyk, 2005; Fedorowicz, 2005; Wrona, 2005).
The debate was about whether needs of vindication or cession constitute sufficient, fair
and based on the law grounds to collect and process personal data without the subject’s
consent.

Public and political life in contemporary Poland is almost dominated by reflection
of the recent past, including purge (lustration) of political and economic elite of the
country. Central place in public debate about lustration, access to sensitive retrospective
information was taken by problems of personal data protection (Urbanek, 1999; Mednis,
2005; Mateja, 2005; Zimny, 2005; Safjan, 2005; Tomczak, 2006; Bodyt Szymala, 2007).

Measures that have been jointly taken by the Parliament, the Government, the
Inspector General for Personal Data Protection, other state institutions, private
companies, media for creation and development of the national personal data protection
system have been well-founded and well-timed. These steps were forming response
to the large-scale public concern about expansion of personal data accumulation by
governmental agencies and organizations from private sector.

Problems of collection and use of personal information (including by law-enforcement
bodies) are a staple in central national press (Chwalinski, 1995; Luczak, 1997; Kaczynski,
1999; Kania i Zawadka, 1999; Henzler, 2000; Henzler, Socha i Zagner, 1999, 2000; Jarco
i Klimkowski, 1999; Krasnowska i Szczesny, 2000; Styczek, 2000; Kobylanski, 2001;
Szymborski, 2001; Rygiel, 2003; Stawiszynski, 2006; Jabtonska, 2006; Szozda, 2006;
Misiak i Nisztor, 2007). Separate group of such publications is formed by the materials
devoted to collecting personal data by potential or current employers (Drozd, 2006;
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Guza, 2006a, 2006b; Jackowska, 2006; Piasecka-Sobkiewicz, 2006; Rakowska-Boron,
2006).

Need to adopt specific measures to ensure personal data protection at organizational
level formed demand for practical tips and advice that has been actively satisfied by
Polish media, first of all — by professionally-oriented ones (Makosz i Jaraszek, 2006;
Stawiszynski, 2006).

Poland’s integration into different European structures and inter-state bodies
(one evident result - joining the European Union in 2004), contributed greatly to the
intensity of personal data protection legislation development. It also allowed to expand
both practical international cooperation on cross-border movement of personal data
and creation of secure environment for such movement, on development of national
standards of privacy, but also fostered international scientific cooperation in relevant
domains. All these processes, naturally, have found their media coverage in Polish press
(Mednis, 1995; Abramczyk, 1998; Neuwirt, 2001; Kulesza, 2001b, 2004b; Fedorowicz,
2001; Dueholm i Dueholm, 2003; Hustinks, 2004; Fischer i Karwala, 2006).

It cannot go unmentioned that many publications of this time were devoted to
the issues of protection of personal data in specific fields, such as taxation, religious
communities, criminal liability (Kaczynski, 1998; Wasik, 1998; Fischer, 1998, 1999a,
1999b; Kope¢, 2002; Rygiel, 2004; Konarski i Sibiga, 2004).

Belarus

Analysis of media-reflected public opinion on personal data protection in Belarus
is restrained by absence of high-quality full-text database of media publications with
effective analytical tools. The only publicly available one was Archive of mass media
of Belarus IREX / ProMedia (IREX/ProMedia, 1997-2010)". But even this database had
serious disadvantage of limited and sometimes sketchy fullness of content in relation to
certain sources or periods. However, it provided access to electronic versions of more
than 50 titles (there were presented the electronic version releases about 50 titles (mainly
print media), both public and private, national and regional ones, covering period from
1997 to 2010s.

Publications were revealed and selected based on “personal data” (in Russian /
Belarusian) term and its derivatives presence in texts. This analysis allowed to revealed
only 44 publications, with following distribution by year of original appearance: 1997 - 2;
1998 - 3; 1999 - 1; 2000 - 0; 2001 - 5; 2002 - 8; 2003 - 6; 2004 - 2; 2005 - 6; 2006 — 4;
2007 - 6; 2008 — 1. Majority of these materials were published in non-state media.

It is barely possible to make proper thematic distinction of publications found, main-
ly because of their small total number, but some sort of grouping still can be made. Thus,
most popular were issues of computer and network security, bank cards related fraud,
collection and use of financial information.

' During the last year web-service was almost not supported and at the moment of paper submission

was not available.
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While state-run media published materials focusing on different drawbacks of
personal data protection situation in foreign countries, non-state newspapers made
number of reports that were rather critical in evaluation of personal data protection in
Belarus. This evidenced rising concerns about public authorities’ expanding practice of
accumulation various information about citizens. It is barely possible to characterize this
general ignorance of mass media towards the problem in positive way.

While there were only few relevant publications in the print media, problem of
personal data protection in Belarus was widely covered in online media. Quantitative
analysis of this group of sources is complicated by the lack of full-text databases and
absence of closed list of resources. But long-term personal observation of thematic news
in Belarusian segment of Internet allows us to highlight few key issues tackled by such
publications. Major activity was demonstrated again by non-state resources, despite
most of the news were caused by governmental decisions and initiatives and major news
supplier was Belarusian Telegraph Agency - official state news agency.

Functioning of nation-wide governmental database on persons whose right to travel
abroad was restricted (Bymanosa, 2007; Jlykannn, 2008; Benopycckoe TenerpadHoe
areHTCTBO, 2008a) together with fingerprint registration of Belarusians (bemallAH,
2009b; Tlewanko, 2008a, 2008b; MB, 2008) should be marked as high-profile issues.
Creation of national credit reporting agency (benopycckoe TenerpagHoe areHTCTBO,
2008b; Hosoxxmosa, 2006), plans to introduce biometric passports (MarBees
n bemopycckoe Tenerpa(bﬂoe arenTcTtBo, 2008; bemallAH, 2009¢), international
cooperation in information sphere (beralIAH, 2009a; ArentctBo «/HTepdakc-3amany,
2009; Benopycckoe Tenerpadnoe arenTcTBOo, 2008¢) were widely covered as well. Active
republication of foreign-producers’ news on various personal data abuses and restrictive
measures taken by governments and corporations in neighboring countries and beyond
was observed (Paxseit u BerrallAH, 2008; The Independent, 2008; Newsru, 2008; Opnos
u PVIA HoBoctn, 2008; ITaxomosa n PVIA Hosoctu, 2008; CNews, 2009). National Legal
Internet Portal of the Republic of Belarus became notable supplier and broadcaster of
thematic news: on the regular basis they inform about state initiatives in information
sphere, including those related to personal data protection (MuHucTepcTBO CBA3Y U
nHpopmarusanun Pecriyonuku benapyce, 2008; benopycckoe tenerpadHoe areHTCTBO,
2008c, 2008d). Personal data protection within everyday practices was in the focus of
several reports delivered by the European Radio for Belarus (Eypaneiickae pagbié ans
Bemnapyci, 2008; I'ynaxk i JIyroycki, 2007).

In general, public opinion on problems of personal data protection was not formed
in Belarus for quite long time, remaining rather passive.

However, governmental measures to expand collection and use of personal
information, often taken with serious blunders, with lack of public communication
and proper information provision or ignoring justified concerns of various social
groups, have caused several waves of this public resentment. Further disregard for such
phenomena can cause growth of tension in society, decline in social confidence about
state policies in information sphere, worsen reputation of Belarus has internationally. At
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the same time, number of positive steps to ensure legal regulation of personal data were
made by Belarusian state.

Russia

Analysis of quantitative and qualitative (content) characteristics of publications
produced (broadcasted) by central and regional media and central and regional news
agencies of Russian Federation was performed using tools of the full text database
“Integrum”, mainly subsystem “Russian and foreign media” (VMHpopmanmonHo-
aHa;MTHM4eckoe areHTCTBO “VIHTerpym”). Such analysis provides us with valuable
information on development of public opinion and the degree of public attention to
personal data protection related issues.
Chronological limits of study are defined based on representation of sources
in electronic form and is limited to the period from 1990 to 2009. Degree of sources
representation significantly increases starting from 2000 (in the group of central mass
media - from 1996). Analysis performed was based on sources of four groups (publications
and reports of central and regional mass media and news agencies respectively). Degree
of representativeness is the highest possible at the time of the study. Central media
included 293 titles, central news agencies — 159, regional media and information agencies
(distinction is rather complicated and thus not always rational) — 1424 titles. Main marker
to highlight publications was, like in case of Belarusian mass media analysis, presence in
texts “personal data” term and derivatives from it.
Following number of publications (reports) (by year) has been identified based on
the above described principles:
— central media: 1994 - 1; 1995 — 4; 1996 - 9; 1997 - 30; 1998 — 15; 1999 - 24; 2000
- 61; 2001 - 64; 2002 - 106; 2003 - 125; 2004 - 100; 2005 — 339; 2006 — 549; 2007
- 582; 2008 — 934; 2009 - 1193;

— central news agencies: 1990-1999 — 7; 2000 — 31; 2001 — 40; 2002 - 123; 2003 - 84;
2004 - 90; 2005 - 279; 2006 - 490; 2007 - 505; 2008 - 808; 2009 - 123;

— regional media: 1990-1999 - 103; 2000 - 98; 2001 - 93; 2002 - 141; 2003 - 171;
2004 - 235; 2005 — 425; 2006 — 559; 2007 — 850; 2008 — 1424; 2009 — 1944;

— regional news agencies: 1990-1999 - 1; 2000 - 1; 2001 - 5; 2002 - 30; 2003 - 33;
2004 - 21; 2005 - 127; 2006 - 129; 2007 - 195; 2008 — 260; 2009 — 459.

This data demonstrates an increasing demand for information on personal data
issues. While earliest publications primarily were related to professional field of ICT
specialists, gradually articles, reports, interviews acquire social and political meaning.
Fast growth in the number of publications (in the sources of all groups), notable starting
from 2005, was caused, first of all, by preparation and adoption of legislation on the
protection of personal data, including the ratification of the Convention ETS108.

Paradoxical situation with the practical implementation of the provisions of Article
24 of the Russian Constitution (about personal data protection) that came about before
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Federal Law “On Personal Data” was adopted in 2006 has caused a lot of very critical
publications.

Databases with citizens’ personal data of very diverse nature became available
to almost everyone. Resources ranged from database of communications networks’
subscribers to databases of the Central Bank of Russia and Ministry of Internal Affairs of
Russia with extremely sensitive (and valuable) information, access to which (not to say
about possible use) by unauthorized persons can cause great harm to the constitutionally
protected rights of citizens. Such databases were available for purchase for fairly small
money - usually from 20 to 4000 US dollars. All these facts led to reasonable public
outrage that was represented in Russian media. Almost complete lack of protection of
citizens from abuse of their personal information, which has existed for a long time,
has formed a stable public skepticism about feasibility and effectiveness of legislative
decisions to protect personal data. This skepticism, as well as some notable efforts of the
state (primarily of federal agencies) were main reasons for most of publications to appear
in 2000s.

In recent years, a separate group of publications has been formed from those ones
that dealt with problematic issues of implementation of the new federal legislation on
personal data protection. In this regard, considerable number of articles and reports were
dedicated to the problems of the banking and insurance sectors, telecommunications
industry, Internet (including social media), privacy at workplaces.

A great part of regional media’s publications and regional news agencies’ reports are
characterized by repetitiveness of content, what can be attributed to mainly educational
goals of such materials as well as to needs to inform about how regional legislation and
administrative practices are adjusted to new requirements of federal laws.

Conclusion

Coverage of personal data protection issues in media has quite a long history, can be
subject to specialization and distinction on sectoral and thematic basis, and allows us to
outline several social trends:

— demand for information on legal protection of personal data, on ways and means

of self-protection of one’s personal data;

— large number of illegal actions relation to personal data of citizens and public
concern about the relative impunity of the perpetrators of such acts;

— large companies use media to pressure governments to mitigate personal data
protection requirements;

— reciprocal influence of society and state: public authorities strive to respond to
society’s demands for more robust guarantees of respect for private life and for
punishment of at least the most outrageous crimes against constitutional rights,
and society - represented by both citizens and organizations - tries to accommodate
oneself to state initiatives in the form of regulatory requirements on collection and
processing of personal data.
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It should be also noted that media publications have position of a valuable source to
study phenomena and processes that are important from legal point of view.

Therefore, analysis of media publications allowed to reveal nature of social demands
regarding collection and use of personal data (main one - to establish reliable legal
guarantees of the internationally recognized rights), as well as of the number of problems
to be prevented or eliminated when developing national data protection system,
dependence on information policy on specific historical, political and legal peculiarities
of a particular country.
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